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Phishing Trends: Evolved Danger

Early 90’s 2000 — 2002 2003 — 2007 Today in 2008
_Targeting | - Financial Institutions | - All Industries Effected -Cross-site Scripting
ISP Users Consumers L
(AOL in 90's) - Professional Websites | ~SQL Injections (XSS)

- Poorly Forged
Websites -Similar Domains -Blended Attacks

) - Link Manipulation | - Ready-to-use Phishing| -Spear Phishing
Kits _
- Pharming
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Malware on the Rise

Dave DeWalt, President/CEO, McAfee :

“We saw more than a 60 percent increase year-over-year from 2006 to 2007...
The current trends...is that we are seeing a doubling from 2007 to 2008

in the amount of malware that we receive,”

John Thompson, CEO, Symantec
“there is now more malicious code being created worldwide than there is
legitimate software.

Eva Chen, CEO, Trend Micro,

In the antivirus business, we have been lying to customers for 20
years. People thought that virus protection protected them, but we can
never block all viruses.
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No Kiddy Business —
Hackers today are Professional Criminal Organizations

Just in 2007: ~$2.6 Billion in annual damages Hackers are Trade Experts -
~ 231.1 million records stolen are due to hackers attack hired and well paid to infiltrate
~ $216 million in lawsuits Government and businesses.
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A simple malware or phishing intrusion can
compromise assets, private information loss,
damage corporate image, and loss in revenues.
= $55 Billion in Consumer Losses and Recovery
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Differentiate From Competitors

1 in 8 Internet users affected with some type of malware

1 in 23 is a potential victim of identity theft
(vs. chances of 1 in 2600 for heart decease victim)

A Top Search Engine is the 5th largest host of infected websites
(known 4,261 with China leading at 48,834)

The number of malware detected grown to 900,000,
400,000 EMERGED THIS YEAR!

What is Your Customer Satisfaction Worth?
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uture Trends of Threats

ﬁ

Future Expansions Downfall

Broadening of Internet More websites and ad More Malware Attacks
space
Higher User Reach More opportunities to More Phishing Attacks

touch the customer

Advanced Technology Integrated ad Expert hackers using
communications, high end programs to
networks, and mobile break business security
services. systems
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Cybercrime Economy Iin Action

Crawlers Hacks Trojans Worms

$50 for

Botnets Spyware Phishing software

$$$ to reinvest into
more hacking Hackers

And
AdNetwprks Advertisers Pulp ers
Information

Phishers
Turned ---- Brand damage —

To Cash --ID Theft/ Fraud--
Credit Info—
--Logins/Passwords--
--Accounts Info--
--Network Corruption--

$2.6 B
Reaping off
Consumers

& Businesses

Create = Infiltrate - Collect
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Indirect effect to Buyer
Direct effect on Consumers & Businesses

END

Ad Networks lpse

B

reach, targetsjimage,

and money! :
¥
!

START

With cycle, the
audience drops
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According to a 2006 survey by the National Cybersecurity Alliance, over
90 percent of consumers have some type of spyware on their computers
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The Caliber of ClickFacts Solutions

@TS:

* 10,000 botnets become active each
day

» Consumers fear of clicking on ads
because of possible malware
infections

e 100 to 150 million compromised
machines

 ldentity fraud affects 10 million people
a year = $50 billion in business loss!

e Consumers spend $ 5 billion to
undue the harm!
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ClickFacts
can help you make
guality a standard and
safety a reality

What is Your Customer’s
ldentity Worth?



-ClickFacts Solution helps Ad Networks

get more revenue per sale

There are two types of networks out there:

 Premium Networks

e small amount of publishers

o all verified and well known

 able to charge premium CPMs
 Reach Networks

 large amount of publishers of all sizes

e large reach but less known for quality

 only able to charge smaller CPMs
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nlckFacts Solution helps convert a

“Reach” network into a “Premium”

_network,

How?

e ClickFacts Solution assures the Network and
Its customers that the customers' ads will be
served into higher quality, safer content

e Cleaner, safer content in the Network allows
them to charge higher CPMs

*Higher CPMS, boosts revenue on each sale
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*Slide 3:
*McAfee: McAfee confirms the fear of malware increase (CRN.com- 24 June 24, 2008)

*http://www.crn.com.au/feature/4664,100-percent-rise-in-malware.aspx
*Symantec: Malware Spreads ( Infoworld.com- 08 April 2008 )
ohttp://www.infoworld.com/article/08/04/08/\Web-users-in-malware-crosshairs 1.html

*TrendMicro: Trend Micro: Antivirus industry lied for 20 years (ZDNet.co.uk — 30 June 2008)
http://resources.zdnet.co.uk/articles/features/0,1000002000,39440184,00.htm

*Slide 4:

*Worst IT moments of 2007 (ITSecurity.com, 22 January 2008)
ehttp://www.itsecurity.com/features/top-security-breaches-2007-012208/

*Federal Trade Commision — Summit .— The Next Generation of Threats and Solutions ( 11 & 12 July 2007)
ehttp://www.ftc.gov/bcp/workshops/spamsummit/presentations/Malware-Economy.pdf

*FTC Education - 2006 Identity Theft Survey Report (FTC.com - video)
ehttp://www.ftc.gov/bcp/edu/microsites/idtheft/video/avoid-identity-theft-video.html

*FTC — Consumer Fraud and Identity Theft Complaint Data (Consumer.gov data from 2006— published February 2007)
*in PDF format — or online :

ohttp://www.consumer.gov/sentinel/pubs/Topl0Fraud2006.pdf
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*Slide 5:

*Google in Top Five Baddie Hosts — (ITBusinessEdge.com, 25 June 2008)
ehttp://www.itbusinessedge.com/blogs/hdw/?p=2452

400,000 Malware detected this year alone- ( Networkworld.com, 25 June 2008)
ehttp://www.networkworld.com/news/2008/062508-malware-spam-botnets-growing-faster.html

*FTC — Consumer Fraud and Identity Theft Complaint Data (Consumer.gov data from 2006— published February 2007)

ehttp://www.consumer.gov/sentinel/pubs/Top10Fraud2006.pdf

*Federal Trade Commision — Summit .— The Next Generation of Threats and Solutions ( 11 & 12 July 2007)
ehttp://www.ftc.gov/bcp/workshops/spamsummit/presentations/Malware-Economy.pdf
eIdentifytheftamerica.com — (website with 1D Theft Facts research, 2008)

* http://www.identitytheftamerica.com/idtheftfacts.htm
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*Federal Trade Commision — Summit .— The Next Generation of Threats and Solutions ( 11 & 12 July 2007)
ehttp://www.ftc.gov/bcp/workshops/spamsummit/presentations/Malware-Economy.pdf

*ETC Education - 2006 ldentity Theft Survey Report (FTC.com - video)
ehttp://www.ftc.gov/bcp/edu/microsites/idtheft/video/avoid-identity-theft-video.html

*FTC — Consumer Fraud and Identity Theft Complaint Data (Consumer.gov data from 2006— published February 2007)
ehttp://www.consumer.gov/sentinel/pubs/Top10Fraud2006.pdf
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